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SpectralNormofaMatrix

FormatrixA∈�

m×n
,considerthesingularvalues

σ1(A)≥σ2(A)≥···.

IfAissymmetricandpositivesemidefinite,theycoincidewiththeeigenvalues

λ1(A)≥λ2(A)≥···.

DefinitionofSpectralNorm:

‖A‖:=σ1(A)=
√

λ1(A>·A).
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StructureoftheTalk

IStatisticalQueryLearningandCorrelationQueryLearning

IIKeYang’sLowerBoundontheNumberofStatisticalQueries

IIIOtherBoundsinTermsoftheSpectralNorm

IVHiddenNumberProblemfromthePerspectiveofLearningTheory
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PartI

SQ=CQ
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ConceptLearning

•X,adomain

•x∈X,aninstance

•D,aprobabilitydistributiononX

•(x,b)∈X×{−1,+1},alabeledinstance

•f:X→{−1,+1},aconcept

•F,aclassofconcepts

Goal:Findagoodapproximation(hypothesis)h∗:X→{−1,+1}foran

unknowntargetconceptf∗∈F.
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StatisticalQueryLearning(fixeddistributionD)

h
′
:X×{−1,+1}→{−1,+1},aqueryfunctionsuchthat

ED[h
′
(x,f∗(x))]=Pr[h

′
(x,f∗(x))=+1]−Pr[h

′
(x,f∗(x))=−1]

τ>0,atoleranceparameter

InformationGatheringMechanism:

•LEARNER
h
′
,τ

−→ORACLE

•ORACLE
d

−→LEARNERs.t.

ED[h
′
(x,f∗(x))]−τ≤d≤ED[h

′
(x,f∗(x))]+τ

Aftergatheringenoughinformation,thelearneroutputsafinalhypothesish∗.
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StatisticalQueryLearning(continued)

Efficiencyofthelearnermeasuredby:

•q,thenumberofspecifiedqueryfunctions(includingthefinalhypothesis)

•τ,smallesttoleranceparametereverusedduringlearning

Successofthelearnermeasuredby:

•ε,probabilityofmisclassificationofthefinalhypothesis

Kearns’Result:AnSQlearnercanbesimulatedbyanoise-tolerantPAC

learnerthathasaccesstopoly(q,1/τ,1/ε)randomexamples.

HansU.Simon,Ruhr-UniversitätBochum,GermanyALT2006



SpectralNorminLearningTheorySlide9

'

&

$

%

EvaluationandCorrelationMatrix

Equip�

X
withthefollowinginnerproduct:

〈h1,h2〉D:=
∑

x∈X

D(x)h1(x)h2(x)=ED[h1(x)h2(x)]

AssociatewithaconceptclassF,theevaluationmatrix

EF[x,f]:=f(x)

andthe(positivesemidefinite)correlationmatrix

CF[f1,f2]:=〈f1,f2〉D.

ColumnfofmatrixEFcontainsthe“functiontable”forf.
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CorrelationQueryLearning(fixeddistributionD)

h:X→{−1,0,+1},aqueryfunction

τ>0,atoleranceparameter

γ>0,desiredcorrelationbetweenh∗andf∗

correlationγ⇔misclassificationrate
1

2−
γ

2

InformationGatheringMechanism:

•LEARNER
h,τ
−→ORACLE

•ORACLE
c

−→LEARNERs.t.

〈h,f∗〉D−τ≤c≤〈h,f∗〉D+τ

Aftergatheringenoughinformation,thelearneroutputsafinalhypothesish∗.
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EquivalenceoftheSQandtheCQModel

ProofIdea:Mutualconversion

h
′
↔h

ofqueryfunctions

h
′
:X×{−1,+1}→{−1,+1}andh:X→{−1,0,+1}

suchthatqueries

(h
′
,τ)and(h,τ)

yieldpreciselythesameamountofinformation.
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FirstConversion

Givenh
′
:X×{±1}→{±1},consider

X0(h
′
):={x∈X:h

′
(x,+1)=h

′
(x,−1)}

X1(h
′
):={x∈X:h

′
(x,+1)6=h

′
(x,−1)}

andthefollowingfunctionh:X→{−1,0,+1}:

h(x):=







0ifx∈X0(h
′
)

h
′
(x,1)ifx∈X1(h

′
)

Notethat:

∀x∈X1(h
′
),∀b=±1:h

′
(x,b)=b·h

′
(x,1)=b·h(x)
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FirstConversion(continued)

ED[h
′
(x,f∗(x))]=

∑

x∈X0(h
′
)

D(x)h
′
(x,f∗(x))+

∑

x∈X1(h
′
)

D(x)h
′
(x,f∗(x))

=
∑

x∈X0(h
′
)

D(x)h
′
(x,1)

︸︷︷︸

=:k(h
′
)

+
∑

x∈X1(h
′
)

D(x)f∗(x)h(x)

=k(h
′
)+〈h,f∗〉D

ReverseDirection:

ExploitthesamerelationbetweenED[h
′
(x,f∗(x))]and〈h,f∗〉Dagain!
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PartII

KeYang’sLowerBound
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Yang’sBound

Theorem(KeYang,COLT2002,JCSS2005):Thesmallestpossible

numberq(F)ofstatisticalqueriesislower-boundedasfollows:

q(F)
∑

i=1

λi(CF)≥|F|·min{γ
2
,τ

2
}

Corollary:Becauseof‖CF‖=λ1(CF):

q(F)≥|F|
‖CF‖·min{γ

2
,τ

2
}

BecauseFisnoteasiertolearnthanF
′
⊆F:

q(F)≥
(

sup
F

′
⊆F

|F
′
|

‖CF
′‖

)

·min{γ
2
,τ

2
}
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SketchofProof(AdversaryArgument)

•CQ-oraclereturnsanswer“0”aslongaspossible.

•Say(h1,τ1),...,(hq
′
−1,τq

′
−1)areanswered“0”.

•Lethq
′bethenextqueryfunction(finalhypothesisifq

′
=q(F)).

•LetQ:=〈h1,...,hq
′〉.

•Letf
Q

denotetheprojectionoffontosubspaceQ.

Withthesenotations:

q(F)
∑

i=1

λi(CF)≥
q
′

∑

i=1

λi(CF)≥
∑

f∈F

‖f
Q
‖
2
≥‖F‖·min{γ

2
,τ

2
}
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CharacterizationofWeakSQ-Learnability

Thefollowingstatementsareequivalent:

1.(Fn)n≥1admitsaweakpolynomiallearnerintheSQmodel.

2.Thestatisticalquerydimensionof(Fn)n≥1ispolynomiallybounded.

3.supF
′
n⊆Fn

|F
′

n|
‖CF′

n
‖ispolynomiallybounded.

1.⇔2.:Blum,Furst,Jackson.Kearns,Mansour,Rudich(STOC1994)

2.⇔3.:StatisticalquerydimensionpolynomiallyrelatedtosupF
′
⊆F

|F
′

n

‖CF′
n
‖
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PartIII

Themanyfacesofλ1
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SpectralNormandHalf-spaceEmbeddings

Ahalf-spaceembeddingforamatrixA∈{−1,+1}
m×n

:

H

P

margin

i

j H

H

i

i

+

−

−

−  d−dimensional space  −

The case  A    =  +1 i,j

d(A):=smallestpossibledimension

:=smallestrankofasign-equivalentmatrix

µ(A):=largestpossible“guaranteed”margin
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ResultsbyForster(CCC2001,JCSS2002)

ForeveryA∈{−1,+1}
m×n

:

d(A)≥
√mn

‖A‖

µ(A)≤‖A‖ √mn

InparticularfortheHadamardmatrixHn∈{−1,+1}
2

n
×2

n

:

d(Hn)≥2
n/2

(⇒probabilisticcommunicationcomplexityn/2)

µ(Hn)≤2
−n/2
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Application:ThresholdCircuitsofExponentialSize

.   .   .   .

.   .   .   ..   .   .   .
xxyy

bounded weights

H(x,y)  matrix of rank 2

hidden units computing
matrices of small rank

11 nnBoolean input units

n

unbounded weights

H = sign H’
H’(x,y) is the matrix before thresholding

From Forster’s Theorem:
rank of H’ must be at least 2

 By sub−additivity of rank:

only possible when there
are exponentially many
hidden units

n/2

(bound W)

ResultbyForster,Krause,Lokam,Mubarakzjanov,Schmitt,H.U.S.:

theremustbeatleast
2

n/2

nW+1unitsinthehiddenlayer(FSTTCS2001).
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SufficientConditionsforWeakSQLearnability

•d(EFn)ispoly(n)-bounded.

•µ(EFn)
−1

ispoly(n)-bounded.

•TheprobabilisticcommunicationcomplexityforEFnintheunbounded

errormodelisO(log(n))-bounded.

•FunctionsfromFncanbeevaluatedbyadepth-2thresholdcircuit

(unboundedweightsattopunit,poly(n)-boundedweightsathiddenunits)

ofpoly(n)size.
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PartIV

Canwelearn“hiddennumbers”??
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PrerequisitesfortheHiddenNumberProblem

•p,ann-bitprime

•�p={0,...,p−1},smallestresidualsmodulop

•(�p,+,·),thecorrespondingprimefield

•�

∗
p={1,...,p−1}

•(�

∗
p,·),thecyclicgroupofprimeresidualsmodulop

•g,ageneratorof�

∗
p

•B:�

∗
p→{−1,+1},abinarypredicateforprimeresiduals

---Allarithmeticisunderstoodmodulop---
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TheHiddenNumberProblem(HNP[B])

Goal:Inferahiddennumberu∈�

∗
pfrom“observations”.

Information-gatheringMechanism:

z
−→u

B(u·z)
−→

Elementsz∈�

∗
pindependentlydrawnatrandom(uniformdistribution)
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Motivation:BitSecurity

Diffie-HellmanFunction:DH(g
a
,g

b
)=g

ab
.

CentralRelation:(Boneh,Venkatesan1996;Vasco,Shparlinski2000)

g
(b+r)a

·g
(b+r)x

=g
ab+ar+xb+xr

=g
(a+x)(b+r)

=DH(g
a+x

,g
b+r

)

Known:n,p,g,g
a
,g

b
,r,x

Unknown:g
ab

,g
(b+r)a

HiddenNumber:g
(b+r)a

RandomInstance:g
(b+r)x

Note:g
b+r

shouldbeagenerator!!
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CastHNP[B]asLearningProblem

Putproblemintheconceptlearningframework:

•Viewuastargetconcept.

•Viewzasrandominstance.

•ViewB(u·z)asthecorrectclassificationlabel.

Note:Thecorrelationbetweenu1,u2canbeexpressedas

Pr[B(u1·z)=B(u2·z)]−Pr[B(u1·z)6=B(u2·z)].

Assumption:PredicateBmust“distinguish”differenthiddennumbers:

Pr[B(u1·z)=B(u2·z)]−Pr[B(u1·z)6=B(u2·z)]≤1−
1

poly(n)

HansU.Simon,Ruhr-UniversitätBochum,GermanyALT2006



SpectralNorminLearningTheorySlide28

'

&

$

%

Examplefora“distinguishing”predicate

Considertheunbiasedmostsignificantbit:

MSB(z):=







+1if
p+1
2≤z≤p−1

−1otherwise

Kiltz,H.U.S.(unpublishedmanuscript):Theunbiasedmostsignificant

bitdistinguisheshiddennumbersinthefollowingstrongsense:

Pr[MSB(u1·z)=MSB(u2·z)]−Pr[MSB(u1·z)6=MSB(u2·z)]≤
2

3
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ProperPACLearnersimplyBitSecurity

Theorem:

IfHNP[B]isproperlyandpolynomiallyPAC-learnableundertheuniform

distribution,thenbitBoftheDiffie-Hellmanfunctionissecure.

Theprooftranslatessimilarproofsby(NguyenandStern,2001;Vascoand

Shparlinski,2000)intoalearning-theoreticframework.

Conjecture:SuchPAC-learnersdonotexist.
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HiddenNumberProblemandSQLearning

•LetMdenotethemultiplicationtablefor�

∗
p.

•ThenMSB◦MistheevaluationmatrixforHNP[MSB].

Lemma(Kiltz,H.U.S.,JCSS2005):‖MSB◦M‖=p
1/2+o(1)

.

Becauseofthegeneralrelations(assuminguniformdistributionD)

CF=
1

|X|·E
>
F·EFand‖CF‖=

1

|X|‖EF‖
2

,

andbecauseofKeYang’slowerbound:

Corollary:1.q(HNP[MSB])≥
(p−1)

2

p1+o(1)=p
1−o(1)

.

2.HNP[MSB]isnotweaklylearnableintheSQmodel.
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Conclusions

WehaveputtheframeworkofSQLearningintoabroadercontext,relatingit

tovarious(seeminglydifferent)problemsinlearningtheory,complexitytheory,

andcryptography.Thekeynotionhasbeenthespectralnorm.
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---TheEnd---
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